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APl usage statistics and referenced strings.

OllyDbg is easy to use and very useful with the help of
plug-ins, such as FLIRT of IDA, and tools to utilize analysis
from IDA.

Figure 10 shows an example of a malware variant, written in

P-Code of Visual Basic, where OllyDbg displays important
event functions and API usage statistics and referenced
strings, which helps the analyst decide the order of further
investigation.

The diagram shown in Figure 11 also provides very helpful
information and, with the help of the Branch footprint
technique we mentioned earlier, the analysis process can be
made much easier.
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because the procedure was previously mostly dependent on
the knowledge and experience of the analyst. Classification is
making a huge contribution in reducing trial-and-error and,
therefore, will become the most important part of the expert
system.

Many new approaches have been introduced recently. [9]
introduced /DA base analysis, which [10] later proved can be
used in identifying malicious codes, and [11] showed that
using Conditional Flow Information Code can increase the
efficiency of 1:n matching. Dynamic base and behaviour base
are also being studied.

In [12], we also introduced a classification technique capable
of mass processing and we found that it can be used in the
detection of variant forms in practice.

Sample classification, which requires the unpacking of
packed files, divides codes into sections for 1:n matching,
calculation of AOI and Opcode-array, function count, and
searches through the database.

AOI is used to reduce the number of samples to put in
comparison to find 1:n matching and, in the case of a virus, is
also used to find the original file from the database.

Important fields and their descriptions are as follows:
Field Example Description

StList ~ sPSuuuuU Section’s Type List c=Code, d=Data,
r=rsrc, l=reloc , u=unknown...

AOIR  90% AOI rate of File (100%-AOIR is
redundancy rate)

IAT 10 The count of Import Address Table

sAOIR  90% AOQI rate of Section

sFNC 10 The number of Function in Section

sCOV  50% Code Coverages of functions in
Section

shAOI 4095 highest AOI of a part in Section
(baseline=4096)

slAOT 2048 lowest AOI of a part in Section

(baseline=4096)

For malware, it is important to look at the key fields such as
StList, AOIR, IAT, sCOV, sFNC, shAOI and sIAOI.

Malware

Malware written in high-level languages, including worms
and trojans, are often suitable for function-based sample
classification. Verifying the Opcode-Array on a per-function
basis showed a high accuracy rate.

Figure 12 shows Opcode-Array information extracted from
Win-Trojan/LineageHack samples, which has many variants,
on a per-function basis. It is noticeable that the same function
is found in a large number of files.
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toward to the solution, this can make the job much easier and
free people from treadmill jobs.

The core of the expert system is to store the valuable
information and, based on the information, to make decisions
or to provide sufficient information to help in the decision
process.

Viruses and many worms are easily identifiable because they
have typical behaviours such as infection and self-replication.
However, identifying tools with special purposes, such as
hacking tools for games, is a very difficult job.

This system has a sample classification technique at its core,
and also includes signature extraction where it is possible for
an analyst to make errors.

For the remainder of our study, we will be focusing on branch
footprinting in dynamic analysis that is yet not complete and
detection of Trojan horses.

The results of these studies are expected to further improve
the efficiency of the system. And if we could identify and
trace the special purpose tools such as game hacking tools
that many variants are found with, it will help with reducing
the number of analyses to be performed significantly.

The expert system, in the end, will merely be the system that
is a collection of our current automation environment. If a
sample can be handled automatically to signature extraction,
and if human error can be reduced from it, that will have a
huge impact on us.
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